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Extended detection 
and response with 
Trend Micro Vision One
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Branch Office

Today, the SOC gets 
siloed insight into 
endpoints (EDR)…

…limited visibility to 
threats affecting cloud 

workloads

…a separate siloed 
view into network 

events,

Security
Analyst

…and little visibility 
into email traffic  and 

mailboxes
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Security
Analyst

Branch Office

Generating incomplete, 
noisy SIEM alerts without 

any context
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Branch Office

Security
Analyst

Attacks don’t stay in 
silos! Security teams 

need to piece together 
what happened 
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Branch Office

XDR

XDR breaks down the 
silos and instead of 
noise, tells a story
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Organizations with XDR…

Suffered half as many 
successful attacks over 

the last 12 months

2.2X more likely to 
detect a data breach 

/successful attack in a 
few days or less

60% less likely to 
report that attack re-

propagation has 
been an issue. 

Are better protected Detect quicker Respond completely

Source: The XDR Payoff: Better Security Posture, ESG Research, Sep 2020 
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See more.
Respond Faster.

New! New!
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Manual 
review/response

LE
G

EN
D

Raw
Activity Known

Bad
Suspicious

Activity

Raw activity telemetry & 
detection alerts

Filtered activity via machine learning, 
data stacking, and expert rules

High Quality
Alert

Automated response

Correlated detections 

Extended Detection
& Response (XDR)

Alerts to XDR console and/or SIEM
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APT29 Tradecraft and operational flows 
followed by the group APT29.

ü Highest Initial Detection
ü Low Noise

Customers want: 
High detection without alert fatigue

*Evaluation conducted Dec 2019 before new XDR platform. With 
XDR, tracking and correlating attacker behaviors gets even better…..
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Each Layer Adds Value

• Correlates data from more security 
controls than typical EDR to 
solutions tell a more complete 
story. 

• What happened within the 
workload?

• Who else received this email or 
a similar threat?

• API integration for inside view
• Are there compromised 

accounts sending internal 
phishing emails? 

• How is the attacker moving 
across the organization? 

• How is a threat 
communicating?

Network - sees EDR blind spots 
(unmanaged; legacy, IoT, IIoT)

Email - 94% of malware

Cloud/Workloads/Containers -
critical to business operations

• Find threats hidden amongst 
endpoint telemetry

• What happened within the 
endpoint? How did it 
propagate? 

Endpoint – most attacks involve 
users devices
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Let’s see it!
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Discover More with Correlated Detection

Models consist of 
multiple rules each 
containing multiple 
filters

Combines ML, data 
stacking, other big 
data analysis 
techniques

Security Analytics Engine finds Zero-day and Targeted Attacks 

Correlates low 
confidence events, 
behaviors, actions 
– within or across 
security layers
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Discover More with Correlated Detection
Correlated Detection Example:
Combines low confidence 
activities:
1) suspected phishing email 

+
2) rare web domain accessed on 
an endpoint

Mapped to MITRE 
techniques

Security Analytics Engine finds Zero-day and Targeted Attacks 
Additional rules in model would 
trigger upon further activity (file 
downloaded, script run, …) to 
raise detection score.
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Integrated Investigation and Response
Quickly visualize the story of an attack

Details of 
selected object

Right-click on objects to 
check execution profile 
or network analysis
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Integrated Investigation and Response
Quickly visualize the story of an attack

Red Hat

CentOS Oracle
Linux

SUSECloudLinux

Amazon 
Linux

Windows Mac

debian

ubuntu

See execution profile 
of endpoints and 
cloud / server 
workloads. Supports 
90+ OS versions.
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Integrated Investigation and Response
Quickly visualize the story of an attack

Graphically replay 
communication activity

1st target and C&C

Lateral movement
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Respond Faster and More Completely

Contextual aware 
choices for quick 
response. Actions are 
carried in multiple 
security controls. 

From one place: Endpoint, email, workload, and network response actions

• Collect file
• Isolate endpoint
• Block filehash, domain, 

IP, URL
• Terminate process
• Quarantine/delete email
• Remote Shell
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Built-in Threat Intelligence
Automatically detect IOCs across your entire environment 

Processes Trillions of  
Queries to the Smart 
Protection Network yearly

Trend Micro 
discovered over half 
the disclosed 
vulnerabilities in 
2019250M sensors globally

15 threat research 
centers worldwide



Search the XDR Data Lake

Combine criteria with 
MITRE framework

Filter resultsFilter results Take actions or open an 
investigation workbench 
directly from the results

Search through all or 
specific data sources
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Risk Visibility 
See trending of workbench alerts over time 
and top endpoints with observed techniques
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Risk Visibility 
Cloud App App Usage (preview)
Provides insight into cloud applications 
used in your environment and their 
risk level. 

Uses data from existing sensors, Azure 
AD, or 3rd party firewall logs
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Managed XDR 
MDR service
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Managed XDR: MDR Service by Trend Experts

Expert Threat Hunting
Cutting-edge techniques with 
verification and enrichment by 
threat experts

24x7 Monitoring & Detection
Continuous monitoring and routine 
sweeping of endpoint, server, 
network, and email

Rapid Investigation and Mitigation
Detailed response plan and remote 
actions through Trend Micro products
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Events generated by Trend Micro products (which are not 
actionable but needed for compliance / visibility when 
investigating)

Standard managed service: distills and prioritizes 50 high 
severity events which require further investigation by the 
customer’s Level II/III security analyst

Advanced managed service: Trend Micro security experts 
investigate each of the 50 events. Through manual and 
automated means, they were able to run 242 investigations 
and declared one incident. For that security incident, the 
service provides threat response and a detailed remediation 
plan and incident report. 

What it Means for the Customer
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Why Trend Micro XDR?
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Customers Experience with XDR

“The way XDR allows me to drill 
down is amazing. It literally paints 
a picture in front of you.”

“It is easier for my team to explain 
the attack and go through the 
sequence of events; We aren’t 
breaking things down in all the 
different tools; It’s like reading a 
book. Easier to digest.”
”ROI is huge.”
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How is Trend Micro XDR different than 
other approaches?

Trend Micro 
XDR

Vendor-to-Vendor 
partnership

SOAR / SIEM

Sharing of IOC’s between layers 
for sweeping

Yes Yes Yes

Corelated detection of low 
confidence events across layers

Yes No partial

Deep understanding of all data 
generated by layers

Yes No No

Integrated investigations in one 
console

Yes No partial

Integrated response actions 
across layers

Yes No Yes
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Correlation is critical, but not possible without XDR

Source: The XDR Payoff: Better Security Posture, ESG Research, Sep 2020 
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A Leader in the Forrester™Wave

“Trend Micro delivers XDR functionality that can 
be impactful today.”
–The Forrester Wave™: Enterprise Detection and 
Response, Q1 2020
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A Leader in 4 Key XDR Building Blocks
CloudEndpoint EmailDetection & Response

The Forrester Wave™: 
Enterprise Detection and 
Response, Q1 2020

The Forrester Wave™: 
Endpoint Security Suites, 
Q3 2019

The Forrester Wave™: 
Enterprise Email Security, 
Q2 2019

The Forrester Wave™: 
Cloud Workload Security, 
Q4 2019

“The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are 
trademarks of Forrester Research, Inc. The Forrester Wave is a graphical representation of Forrester's call 
on a market and is plotted using a detailed spreadsheet with exposed scores, weightings, and comments. 
Forrester does not endorse any vendor, product, or service depicted in the Forrester Wave. Information is 
based on best available resources. Opinions reflect judgment at the time and are subject to change.”
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Why Trend Micro Vision One?
Purpose-built XDR platform 
with deep integration into 
native sensors

Trend Micro Threat Research powered 
threat analytics and automatic IoC
sweeping

1

2

3

Distinctive data sources

Email - visibility + 
response by 
integrating at the 
application layer

Cloud - breadth and 
timeliness of Linux support 

CentOS Red HatOracle

CloudLinux SUSE Amazon debian

ubuntu

4 Additional Risk Insights

Trend Micro discovered 
over half the disclosed 
vulnerabilities in 2019



See more. Respond Faster.
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Additional information
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How is XDR different 
from SIEM? EDR?
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SIEM (Security Information and Event Management)

Security alerts, 
(but not all events)

Email 
opened

Phishing Word
doc

opened

PowerShell
launched

Command
& Control
check-in

AWS 
Credentials
Accessed

New 
container
created

Lateral
movement

to container
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SIEM (Security Information and Event Management)

EDR (Endpoint Detection & Response)

Collecting all endpoint activity, not just alerts

Email 
opened

Phishing Word
doc

opened

PowerShell
launched

Command
& Control
check-in

AWS 
Credentials
Accessed

New 
container
created

Lateral
movement

to container
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SIEM (Security Information and Event Management)

Fewer, higher-fidelity alert that tells a story

Email 
opened

Phishing Word
doc

opened

PowerShell
launched

Command
& Control
check-in

AWS 
Credentials

Compromised

New 
container
created

Lateral
movement

to container

XDR  (with cloud data lake collecting all activity)
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Q&A
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tiberio_molino@trendmicro.com

Vieni a trovarci al nostro virtual desk!

mailto:tiberio_molino@trendmicro.com


Unknown threats detected and stopped 
over time by Trend Micro. Created with 
real data 
by artist Brendan Dawes. 


